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FinCoNet

Who We Are

• Established in 2013, the International Financial Consumer Protection Organisation
(FinCoNet) gathers supervisory authorities which have responsibility for financial
consumer protection
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1st FinCoNet AGM in the Central Bank of Portugal 

• FinCoNet replaces the informal network of
supervisory authorities which has existed
since 2003

• FinCoNet is recognized by the Financial
Stability Board (FSB) and is an affiliated
partner of the G20/GPFI (Global
Partnership for Financial Inclusion)



FinCoNet

Members
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• ANGOLA – National Bank of Angola

• AUSTRALIA – Australian Securities and Investments 
Commission

• BRAZIL – Central Bank of Brazil

• CANADA – Financial Consumer Agency 
of Canada

• CHINA – People's Bank of China

• FRANCE – Central Bank of France

• GERMANY – Federal Financial Supervisory Authority

• INDONESIA – Financial Services Authority

• IRELAND – Central Bank of Ireland

• ITALY – Central Bank of Italy

• JAPAN – Financial Services Agency

• KOREA – Financial Services Commission

• LUXEMBOURG – Financial Sector Surveillance
Commission

• MAURITIUS - Bank of Mauritius

• NETHERLANDS – Netherlands Authority 
for the Financial Markets

• NORWAY – Financial Supervisory Authority

• PORTUGAL – Central Bank of Portugal

• RUSSIAN FEDERATION – The Bank of Russia

• SAUDI ARABIA – Saudi Arabian Monetary Agency

• SOUTH AFRICA – Financial Services Board

• SPAIN – Central Bank of Spain

• UNITED KINGDOM – Financial Conduct Authority



Associates

• South Africa: Department of the National Treasury

Observers

• European Union Commission

• Consumers International

• International Association of Insurance Supervisors (IAIS)

• Organisation for Economic Co-operation and Development (OECD)

• Consultative Group to Assist the Poor (CGAP)

• The World Bank

FinCoNet
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FinCoNet

What We Do

• FinCoNet’s overall aim is to promote sound market conduct and strong consumer
protection through efficient and effective financial market conduct supervision

• FinCoNet’s main focus is on banking and credit consumer issues, aiming to strengthen
consumer confidence while reducing systemic risks

• FinCoNet seeks to promote fair and transparent market practices and clear disclosure
to consumers of financial services

• In order to develop strong consumer protection frameworks, FinCoNet relies on its
active membership, set on effective commitment and engagement in all projects
undertaken
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FinCoNet work on responsible lending

Standing Committee 2

• Since 2013, SC2 has been working on the field of Responsible Lending
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• Central Bank of Portugal (Chair)

• Central Bank of Ireland

• The Central Bank of Brazil 

• The Financial Consumer Agency of Canada

• The Financial Conduct Authority of the UK

• The Financial Services Authority of Indonesia

• The Federal Financial Supervisory Authority (BaFin)

• The Australian Securities and Investments Commission

• And also the OECD

SC2 Members



FinCoNet’s previous work on responsible lending
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• Based on a survey involving 20 jurisdictions

• Identifies practices and initiatives to promote
responsible lending in the consumer credit
market

• Suggests that policy and regulatory frameworks
in this matter are moving towards a more
robust and consumer-focused regulatory
environment

• The current emerging practices, tools and
mechanisms reflect a heightened concern about
the impact of irresponsible lending on
consumers and, as corollary, the economy as a
whole



FinCoNet’s previous work on responsible lending
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• Supported by a survey of 24 jurisdictions

• Provides a broad view of the role that sales
incentives play in responsible lending
obligations

• Main conclusions:

o Poorly designed sales incentives are likely to
cause harm to consumers and credit institutions

o In general, there are no specific rules or
standards on sales incentives either on a national
or international level

o The oversight of sales incentives requires a
holistic and international approach
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FinCoNet’s previous work on responsible lending

• The Guidance provides a practical framework
for supervisors to set standards on sales
incentives and responsible lending

• It draws on the findings from the previous
Report and takes into consideration the
submissions received to a public consultation
launched in July 2016



• FinCoNet decided to continue the work on
Responsible Lending in the area of Digitalisation
of STHCCC

• In 2017, FinCoNet published a report on this
issue, based on a detailed survey and extensive
literature review

• The Report found, inter alia, that the selling of
STHCCC through digital channels exacerbates
inherent risks and poses new risks
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Digitalisation of short-term, high-cost consumer credit (STHCCCC)



• Upon the findings of the 2017 Report and the
good practice observations from the 2014
Report, FinCoNet decided to develop Guidance
to supervisors on the digitalisation of STHCCC

• The Consultation Paper includes Guidance for 8
areas which are complemented by a set of
Actions to Take

✓ Guidance sets out principles in the identified
areas and intend to guide supervisors’ activities

✓ Actions to take are specific actions that
supervisors may consider in order to adequately
implement each Guidance
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Guidance to supervisors on digitalisation of STHCCC
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Guidance 1: Comprehensive and extensive regulatory framework
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Supervisors’ oversight should cover all types of STHCCC provided through
digital channels and all providers and credit intermediaries (including
innovative players), preventing ‘regulatory gaps’ and ‘regulatory shopping’.

Supervisors should also seek to ensure that consumers are adequately
protected regardless of the provider or channel they use to avail of credit.

✓ Establish minimum regular reporting obligations 

✓ Require that all providers of STHCCC through digital channels are either licensed or 
registered

✓ Maintain an up-to-date public registration database of market participants. 

✓ Get a clear understanding of the specific features of the digitalised STHCCC and the 
distribution process (e.g. using innovation hubs and regulatory sandboxes)
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Guidance 2: Appropriate oversight tools
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Supervisors should make use of a set of effective tools to oversee that the
provision of STHCCC through digital channels complies with the applicable
rules, including not only traditional but also innovative tools specifically
designed for the digital environment.

✓ Follow a comprehensive and risk-based supervisory approach

✓ Combine different oversight tools, for example: 

✓ social media monitoring (e.g. monitoring of social media platforms, blogs, 
webpages and forums, use of a ‘keyword list’ search approach)

✓ on-site and of-site inspections (e.g.  remote access)

✓ feedback from consumers on their experiences, including consumer testing (e.g. 
questionnaires, focus groups) and market trend analysis

✓ Engage with industry, including technological innovators, and consumer associations;

✓ Cooperate with foreign supervisors and other relevant authorities
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Guidance 3: Consumer access to recourse mechanisms
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Supervisors should ensure that consumers of digitalised STHCCC have access to
adequate recourse mechanisms through digital channels, including complaints
handling and independent alternative dispute resolution mechanisms.

Supervisors should also confirm that providers of digitalised STHCCC convey
this information to consumers through digital channels and clearly define
responsibilities for complaints handling and dispute resolution.
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E ✓ Assess if the complaints handling procedures and systems implemented allow for:

✓ an efficient and agile resolution of consumers’ complaints

✓ the timely identification of any recurring or systemic issues

✓ Verify if consumers are provided with clear and up-to-date information 

✓ Require that information is disclosed in the same channel as the digital STHCCC
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Guidance 4: Disclosure of information
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Supervisors’ oversight should seek to ensure that information provided to
consumers in relation to digitalised STHCCC, at all stages of the borrowing
process, is:

• clear, transparent and complete, does not convey false or misleading
information and promotes responsible borrowing;

• disclosed in an easy and timely manner and presented in a way that enhances
consumer comprehension and minimises adverse behavioural biases.

In advertising:

✓ Assess if the information disclosed includes the main characteristics of the STHCCC

✓ Require the inclusion of specific warnings (e.g. costly nature or risks)

Prior to the conclusion of the agreement and during its lifetime:

✓ Require that a summary of key information and risks is presented in a highlighted 
and user-friendly manner (e.g. digital multimedia content- short explanatory video)

✓ Require that consumers can maintain access to the T&C of the STHCCC during its 
lifetime (e.g. through access to a customer’s reserved area, download or email)
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Guidance 5: Assessment of the consumer’s interests
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Supervisors’ oversight should ensure that providers of STHCCC through digital
channels:

• take into consideration the interests, objectives and characteristics of the
target market when products are being designed and brought to market;

• assess whether the features of the STHCCC are suitable and appropriate for a
consumer’s needs and financial situation.

✓ Evaluate whether the borrowing process and implemented mechanisms allow for:

✓ gather sufficient and appropriate information to assess the consumer’s interests, 
objectives and characteristics

✓ prevent and reduce the risk of a consumer providing false or outdated information

✓ allow providers to detect inconsistencies in the information provided by the 
consumer

✓ Verify whether providers have implemented systems and put in place procedures to 
identify specific risks (e.g. number of complaints or number of consumers in arrears)
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Guidance 6: Targeted prevention of consumer over-indebtedness
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Supervisors’ oversight should evaluate whether:

• automated creditworthiness assessment models used by providers when providing STHCCC
through digital channels take into account consumers’ individual circumstances, are
sufficiently resilient and are leading to responsible lending decisions;

• the features of STHCCC provided through digital channels do not put disproportionate
burdens or risks on consumers;

• providers of STHCCC through digital channels have in place adequate systems and
mechanisms to monitor the performance of the credit agreement, detect signs of payment
difficulties and give support and advice to consumers facing payment difficulties.

✓ Require that automated models used adequately take into account information on the 
consumer’s individual circumstances

✓ Evaluate whether automated creditworthiness assessment based on big data and artificial 
intelligence lead to responsible lending decisions and comply with data privacy requirements

✓ Ensure that, when creditworthiness assessment is exclusively done through automated 
processing (e.g. profiling), consumers have the possibility of requesting human intervention 
to step in and contest the automated outcome

✓ Establish limits, for instance, on the costs, amount of credit, roll-overs or extensions 

✓ Introduce mandatory reflection or cooling-off periods
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Guidance 7: Security risks and data privacy
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Supervisors should monitor if providers of STHCCC through digital channels
have in place adequate internal procedures to monitor operational resilience,
mitigate data privacy risks and detect and respond to security incidents in a
timely manner.

Supervisors should also seek to ensure that providers of STHCCC through digital
channels have implemented adequate data privacy policies and follow good
practices when collecting, processing and saving consumers’ personal data.

Security risks: 

✓ Promote a close engagement with the industry in order to strengthen internal 
knowledge and expertise on technological tools and solutions

✓ Raise consumers’ awareness about security risks or fraud schemes

Data privacy:

✓ Assess if the information collected and the information management practices 
implemented is compliant with data privacy principles and rules

✓ Monitor if data privacy policies allow consumers to control their personal 
information
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Guidance 8: Digital financial literacy
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Supervisors should have a pro-active approach to building up consumer
knowledge and understanding of the main features and risks of STHCCC
provided through digital channels, ensuring that clear, complete and unbiased
information is easily accessible in a digital environment and that tools and
materials are available to support consumers in the decision-making process.

Develop and make available digital content, for example, on: 

✓ consumers’ rights and duties

✓ the features and stages of the borrowing process

✓ the risks for consumers of taking out STHCCC and the specific risks related to the 
provision of credit through digital channels

✓ the interest rates, fees and other costs

✓ warnings about unlicensed/unregistered entities, fraudulent schemes or security risks

✓ consumer complaints and examples of supervisory findings and enforcement actions
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Questions for consultation

1) Do you agree with this Guidance and its 
actions to take? If you do not agree, 
please specify the aspects you do not 
agree with and explain why.

2) What challenges and opportunities do you 
consider relevant for the implementation 
of this Guidance and its actions to take? 
We welcome in particular information 
based on your experience or examples. 

3) Do you have any other comments related 
to this Guidance or its actions to take?
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Public consultation

www.Finconet.org

Deadline for the submission of 
comments:

19 January 2019
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